Access Forms

> ClOB/Information Security Division
> Systems Access Unit




Facilitating Form Processing
Individual Authoerized To Sign CIOB Forms

> To meet departmental guidelines and
other internal controls we require that all
forms carry the signature of Program

Director level or above.

« Responsible person i.e. CEO, Program Director, Deputy, etc. May also designate
additional individuals to sign required forms to authorized access to the Integrated System
(Data Entry) or permit service delivery staff (rendering provider) association to Legal Entity
reporting unit (s).

 Form Link:
http://dmh.lacounty.gov/hipaa/documents/Auth%20Sign%20CIOB%20Revised. pdf




Individual Authorized to Sign CIOB Forms

COUNTY OF LOE ANCELES - DEFARTMENT OF MENTAL EEALTH
CIO BUREALVSYSTELMS AND OPERATIONHELF DESK

INDIVIDUALS AUTHORIZED TO SIGN CIOB FORMS
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Integrated System Access
Direct Data Entry and/or Support Staff

Forms Required
Applications Access (AAF)

» allows creation of end-user profile in the IS
» role assignments allow client searches, maintain data, medication, reports, etc.

» provider number association restricts access to client’s information by provider number
association.

RSA SecurlD Card
« Downey Data Center Registration, Contractor (DDCR)

Provides a securlD card. Initial authentication to permit end-users through the County’s Firewall.
« Agreement For Acceptable Use and Confidentiality of...(AUP)
User acknowledgement of confidentiality and violation penalties.
Submit 3’ forms (AAE, DDCR, and AUP) to CIOB/Information Security
Division/Systems Access, 695 S. Vermont Ave, 80 FI, LA 90005
o Processing time 2 to 3 weeks
Mail to Provider or Provider may pick-up Logon Packet
Confidentiality Oath

» Maintained by Provider

To terminated services from a provider location submit an AAF, DDCR and the
RSA SecurlID Card.




‘IS Forms” link
http://dmh.lacounty.infe/hipaa/cp_ISForms.htm

@@-v [ ] http: e lacounty. qov/hipasfcp_tsForms htm =l #2 | x | [Live search
File Edit View Favorites Tools HE||3

W @template | |

¥ ‘R Integrated System

To Enrich Lives Through Effective and Caring Service

- - f

IS HOME  DIRECTLY OPERATED CLINICS  OUTPATIENT FEE-FOR-SERVICE [elollilapd L0150 Link to Data Entry Staff

N _ Forms:
Working in the IS = IS Forms http://dmh.lacounty.gov/

Special Bulletins! These forms are for Contract Providers ipaa/cp_ISForms.htm
~ Face Sheets/Billing Forms ~ )
Getting Started on the IS Required forms,

Procedures for ki : i
Lt instructions, codes, roles
Integrated System Access and other helpful

Applications Access Form Instructions rev. 6/06 information are listed

" Applications Access Form rev. 6/06 SAMPLE under Integrated Syste
Using IS Reports Applications Access Form Attachment

Applications Access Form Codes Access.
Handling Error Msgs. & Denials Integrated System Access Roles rev. 01/10/07

Getting IS Training

Using the IS

15 Forms Authorization to Sign CIOB Access Forms rev. 1/10 SAMPLE

T DMH Policy 302.18 on "Security and Integrity of the Department's 15"
Clinical Farms Confidentiality Oath ~ SAMPLE

— Downey Data Center Registration/Non-County rev. 03/10 SAMPLE

Co-Occurring Disorders Forms IS Connection Options

Getting Help with the IS SecurlD Renewal Non County and AUP and Samole Form and Sample AUP

Reguest for Replacement of Lost PIN
Reguest to Change Funding Source on COS

Links

. Service Delivery Staff
EDI [ Secure File Transfer

Rendering Provider Form PDF rev. 3/14 ;I
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Sample Applications Access Form

SUPFRCET GTAFF Aequiring Data Emcry Accand

Form #1
Data Entry Staff

" Add Asp=ating Unit T A Rele T Tmminsiar

Dl win Himcaaniog Wen Dedece Rawe | Howe Cowiere

Applications Access
(AAF)

«allows creation of end-user Blank f b
profile in the IS ank torm can be

srole assignments allow e - : L downloaded from

client searches, maintain TR e — the IS link.
data, medication, reports, - = st _
etc. : s 2 This Sample
«provider number - Sl N Y R f (i | i | | indicates required
association restricts access T —— Information: (All
to Cll_ent’s information by 3= : fields)

provider number
association.
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CHILD SHOMWHITE | _ EICHATURE REQUIRED

P FosTd i
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Required Signatures :
*User

eAuthorized Manager
or designee




Downey Data Center Registration Form

Form #2
DowNEY OATA GONTER REGiTRATEN S A M P B Data Entry Staff

fendors

INFORMATIO
(1) DATE OF REQUEST | (2)
7/15/2010

3M DATA CE

== Downey Data Center

o s ket s compls o e e, Gt LA ooy agerar. et o . Registration, Contractor
*Provides a securlD

card. Initial authentication to

permit end-users through

the County’s Firewall

[J ONLINE ACCESS — chock bex and complets for required accoss, s defined by County management. Asterisks ars optional data.
{17 SYSTEM APPLICATION
S

*Form must be signed by
O vew S both the data entry staff
xnlﬁmmm 1 oniving sobver, and with defintions, Microsoft st et (F|e|d 27) and the

. authorized
manager/designee (Field
28).

(25) BILLING ACCOUNT NUMBSER for SecuriD Token:

0 COUNTY DEPARTMENT MANAGER'S NAME  (31) DATE
213-201-2001 SUSAN B. NEHEAVEN 7/15/2010
(32) ISDIAPPLICATION COORDINATOR'S SIGNATURE(33) PHONE # (34) PRINT ISDIAPPLICATION COORDINATORSNAME (35) DATE
= = 0O - FANTRO

MOTE:IfsubmllﬁngaPDF.Fﬂmww,mismmuuummmmmmssmrequm

Oror O Fax q coPY
AUTHORIZED MANAGER NAME AUTHORIZED MANAGER SIGNATURE:

NAME (Print) JOYCE FANTROY SIGNATURE:
Wmm.membmamummmmmﬂmhamd7y-n.-mﬂmak-

the form availeble within 72 hours, upen request from ISD or those on the behalf of ISD, ie., internal or extemal Auditors.
wm:smmmvm&mmmmmAmrnmu&r

SUBMIT TO: COUNTY OF LOS ANGELES/DMH/INFORMATION SECURITY-SYSTEMS ACCESS UNT

695 SOUTH VERMONT A g I
ouT! ONT AVENUE, 8TH FLOOR, LOS ANGELES, CA 90005 S




Agreement For Acceptable Use and Confidentiality of...(AUP)

AUP

sUser
acknowledgement of
confidentiality and
violation penalties.

SAMPLE page (page
2) demonstrates that
both the data enter
staff (user) and
authorized manager or
designee signature are
required.
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Form #3
Data Entry Staff

Data entry staff (user) and authorized manager or designee must sign this form.
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Form #4

Data Entry Staff
Maintain By Provider

Data Entry staff (User)
must agree to
established measures
to safeguard sensitive
and confidential data
(PHI).

Provider must maintain
this form in an office
file and must be made
available during audits
and/or investigations.




Rendering Provider

Service Delivery Provider

> The Rendering Provider Form must be completed for all clinical staff members
who are new or are not on the Integrated System. Rendering Provider must be
associated at a provider location for claim submission purposes.

This form is to authorizes association and is also to be used for clinical staff
that have terminated services from a provider location or to update information,
I.e., name change, license renewal, taxonomy, reporting unit effective date, or
expiration dates.

> When completing this form, please refer to the following guidelines:

The original form must be completed in its entirety (if applicable), with the required signature.
Fax, photocopy and/or e-mail forms are not acceptable.

All information must be current upon submission of this form.

Be sure all fields are completed accurately and appropriately to avoid delay in the processing
of a request.

Forms, instructions, taxonomy codes (discipline codes), etc are posted on the Integrated
Systems website at: http://dmh.lacounty.gov/hipaa/cp_ISForms.htm




Required

*Rendering Provider
Form

«Critical Information

Rendering
Provider Form
Instructions

sTaxonomy
Codes and
Description

*Authorized signer

*No “on
behalf of”
signatures

Rendering Provider

Service Delivery Provider

~

vicrosoft PowerPoint - [PPP IS Summary]

= template - Windows Internet Explorer

Required Form

i

i
-) - I& http:,l’,l’dmh.lacounty.gov,l’hip_aa,l’cp_ISForms.htm

:I 2| X ILive Search

File  Edit  Wiew

Favorites  Tools  Help

P (& template

1S HOME

Working in the IS

Special Bulletins!

Getting Started on the IS

Getting IS Training
Using the IS
Using IS Reparts

Handling Error Msgs. & Denials

1S Forms
Clinical Forms

Co-Occurring Disorders Forms

Getting Help with the IS
Links
EDI / Secure File Transfer

Want to order Forms from the
DMH Warehouse? 213-738-4769

DIRECTLY OPERATED CLINICS

= IS Forms

These forms are for Contract Providers

~ Face Sheets/Billing Forms ~
Procedures for Forms

Integrated System Access

Applications Access Form Instructions rev. 6/06
Applications Access Form rev. 6/06 SAMPLE
Applications Access Form Attachment
Applications Access Form Codes

Integrated System Access Roles rev. 01/10/07

Authorization to Sign CIOB Access Forms rev. 1/10 SAMPLE

DMH Policy 302.18 on "Security and Integrity of the Department's 15"
Confidentiality Oath ~ SAMPLE

Downey Data Center Registration/Non-County rev. 03/10 SAMPLE

1S Connection Options

SecurlD Renewal Non County and AUP and Samole Form snd Sample AUP
Reguest for Replacement of Lost PIN
Reguest to Change Funding Source on COS

Service Delivery Staff

Rendering Provider Form PDF rev, 3/14
Rendering Provider Form Attachment rev. 2/07
Rendering Provider Form Instructions rev. 11/08
Rendering Provider NGA Sample rev. 3/14
Rendering Provider NPI Updates Sample
Rendering Provider License Update Sample
Taxonomy Codes and Descriptions

(ol Iy i pd S Rl g e LR A (ol 3 CONTRACT PROVIDERS

Link to Rendering
Provider Forms:
http://dmh.lacounty.gov/h
ipaa/cp_ISForms.htm

Required forms,
instructions, discipline
codes, and other helpful
information are listed
under Service Deliver
Staff

T | (sample

=
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Rendering Provider Sample Form

Jq.nlﬂ H’A.l.lrl a0
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Missing
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Coid Gl icwberailumnie et 0 client’s services.
Do Fexdescd 218 ZEE-1430
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Authorized
Manager or
designee
signature is
required

sMame o Ogarksdzr HANEN MENTAL HEAL TH ASSOE Ty I I

*No “on
behalf of”
signatures
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Rendering Provider Form

> Submission Method

Hard copy — fillable form posted at
hittp://www.lacounty.aov/hipaa/cp ISEerms.htm

Automation — online completion and submission
Submit “Individual Autherized to Sign CIOB Form”

Provider sent automation link and instructions
Benefits
. “Go Green” - Save paper, ink, postal stamps, etc
. Receipt confirmation
. Timely processing and notification
. Minimal incorrect form submission. Form designed according to Request

Type.




m Getting Help

» Contact CIOB/Help Desk at 213-351-1335

to reach a member of the Systems Access
Unit team.




